OueHo4Hble maTepuanbl Npu ¢popMmMpoBaHUM pabounx nporpamm
ancumnnuH (moaynemn)

HanpaBneHue noarotoBku / cneumanbHOCTb: CucrteMbl obecneyeHns ABMXKEeHUst Noe3noB
Mpodunb / cneunanusaums: TenekoMMyHMKaLMOHHbIE CUCTEMBI U CETU XKENE3HO4OPOXHOro TpaHcnopTa
OucumnnuHa:  OcHoBbl NOCTPOEHUst GECNPOBOAHBIX CeTel

PopmMupyemMbie KOMNETEeHLUN: OlK-1
OrK-5

1. OnucaHue nokasarenewn, KputepueB n LWWKan oueHnBaHuA KOMNeTeHLUN.
HOKGSGTGHMIAKpMTepMMOHEHMBaHMﬂKOMHeTeHuMﬂ

O6bekT YPOBHU CHOPMMPOBAHHOCTUN KOMNETEHLMI Kputepui oueHnBaHms
OLIEHKM pe3ynbTaTtoB 00y4YeHus
Obyvatowuincs Hu3kuin ypoBeHb YpoBeHb pe3ynbTaToB 06y4veHus
Moporosbii ypoBEHb He HWXe noporoBoro

MoBbILWEHHbIN YPOBEHDb
Bbicokuii ypoBeHb

LLikanbl oueHMBaHMS KOMMUTEHLWUIA NPU coave ak3aMeHa Unn 3a4eTa C OLIEHKOMN.

HocturHytein XapakrtepucTtuka ypoBHS chOpMUPOBAHHOCTM LLkana oueHmBaHusA
YPOBEHb KOMNeTeHuun OK3aMeH WM 3a4eT C OLEHKOM
pesynbTara
ofvueniig
Hwnskuin Ob6yuvatowuncs: HeynoBneTBoputensHoO
YypOBEHb -0bHapyxwun npobenbl B 3HaHWAX OCHOBHOrO y4e6bHO-NPorpaMmMHOro

matepuana;

-AONYCTUN NPUHUMNMANbHbIE OLIMGKM B BbINONHEHWUW 3a4aHuM,
NpeayCcMOTPEHHbIX NPOrpaMMoii;

-HE MOXXET NPOAOIKUTL OGYYeHMEe UK NPUCTYNUTb K
npodeccroHanbHol AeATeNbHOCTM MO OKOHYaHUM nporpammbl 6e3
[AOMONHUTENbHBIX 3aHATUIA MO COOTBETCTBYIOLLEN ANCLMMNIIMHE.

MoporoBbin Obyuatowuincs: YA0oBNeTBOPUTESNBLHO
YPOBEHb -0OHapyXun 3HaHWe OCHOBHOTO y4ebHO-NporpaMMHOro matepuana
B 00bEME, HEOOXOAMMOM ANs fanbHenwen y4ebHom 1
npegcrosLen npodpeccmoHanbHOM AeATENbHOCTMY;

-CrnpaBnsieTcs C BbIMONHEHWEM 3aaHUN, NPegyCMOTPEHHbIX
nporpaMmonm;

-3HaKOM C OCHOBHOW nUTepaTypour, peKOMeHA0BaHHON paboyen
nNporpaMmmon AUCLMNINHBI;

-0OMYCTUIT HETOYHOCTM B OTBETE Ha BOMPOCHI U MPU BbINOSTHEHNN
3afaHun No y4ebHo-nNporpaMMHOMY Matepuany, Ho obnagaer
HeOoOX0AMMbIMU 3HAHUAMM A1 UX YCTPaHEeHWst No4 PYKOBOLACTBOM

apenonagatTend
[NoBbILLEHHbIN Obyvatowuiics: XopoLuo
YPOBEHb - 0OHapyXun NonHoe 3HaHve y4ebHO-NpPorpaMMHOro MaTepuana;

-yCneLwHOo BbINOMHWA 3aaHus, NpeayCMOTPEHHbIe NPorpamMmmMon;
-yCBOWI1 OCHOBHYIO NUTEpaTypy, PEKOMEHLOBaHHY0 paboyen
nporpaMmon ANCLUNIUHBI;

-rokasan CMCTEMaTUYECKUA XapakTep 3HaHUI y4ebHo-
nporpaMMHOro Matepmana,

-CNocobeH K CaMOCTOSITENIbHOMY MOMOSTHEHMIO 3HAHUIN N0 y4eBHOo-
nporpaMmMHOMy MaTtepuany n 06GHOBIMEHNIO B Xo4€e AanbHENLLEN
y4ebHol paboTbl 1 NpodeccMoHanbHOM AeATENBHOCTM




Bbicokui OOGyuatowmics: OTnnyHo

YPOBEHb -0BHapy>Xun BCECTOPOHHUE, cucTeMaTnyeckne n rmybokume
3HaHMS y4ebHO-NPOorpamMmMHOro MaTepuana;

-ymeeT cBo6OAHO BbINOMHATL 3a4aHus, MpegyCMOTPEHHbIE
nporpaMmmon;

-03HaKOMMICH C AOMNOMHUTENbHOW NUTEpPaTypOu;

-yCBOWI B3aMMOCBSI3b OCHOBHbIX MOHATUIA UCLUMNINH U UX
3HaveHue ons npuobpeTeHusa npodeccuu;

-NposiBUN TBOPYECKNE CNOCOBHOCTM B NOHNUMAHUN y4eBbHO-

OnucaHuve wkan oueHnBaHus

KomneTeHunn oby4atoLerocs oueHuBaeTcs cnegyowmm obpasom:

MnaHnpyemebin CopgepxaHue LWkanbl OLeHMBaHWs

YPOBEHb AOCTUIHYTOrO YPOBHS pe3yrnbTaTta o0y4yeHus

pe3ynbTaTtoB HeynoBneTBoputensHo |YOoOBNeTBOPUTENBHO XopoLuo OTnnyHo

0OCBO€HUA He 3auTteHo 3ayTeHo 3a4yTeHo 3a4yTeHo

3HaTb HecnocobHocTb OO6yuvatowniics Obyuvatowuics Obyuvatowniics
obyuvatoLlerocs cnocobeH OeMOHCTpupyeT OEeMOHCTpupyeT
CaMOCTOATENBHO CaMOCTOATENBHO CMOCOBHOCTb K CnocobHOCTb K
NPOAEMOHCTPUPOBaTbL  |MPOAEMOHCTPMPOBATL  [camMocTosaTENbHOMY CaMOCTOSITENbHOMY
Hanuyne 3HaHWM Npu Hanuyne 3HaHWM Npu NPUMEHEHUI0 NMPUMEHEHMWIO 3HaHW B
peLleHumn 3agaHun, peLleHmn 3agaHun, 3HaHW Npu Bblibope cnocoba
KoTopble 6binu KoTopble 6binu peLleHnmn 3agaHun, peLleHns HEM3BECTHbIX
npeacTaBneHb npeacTaBneHbl aHamnorn4yHbIX TEM, UNN HeCTaHZaPTHbIX
npenogasatenemM npenogasatenemM KOTOpble NPeAcTaBnsan |3agaHvui u npu
BMecTe ¢ 0b6pasLom BMECTE C npenogasaTenb, KOHCYNbTaTMBHOM
UX peLueHmst. 0o6pasLoM 1x peLleHns. (u npu ero NoAAEPXKKE B YacTu

KOHCYNbTaTMBHOMN MeXANCUMMIMHAPHbIX
noaaepXke B Yactu CBSA3EMN.

YmMeTb OTtcytcTBHE Y Obyuvatowmica O6yuvatowuincsa Ob6yuvatowuicsa
obyuatoLlerocs OEMOHCTpUpyeT NpoaeMOHCTpUpyeT OEeMOHCTpUpyeT
CaMOCTOATENBHOCTU B [CaMOCTOATENBHOCTE B [CaMOCTOSTENBbHOE caMoCTOsATENbHOE
NPUMEHEHUN YMEHWUI MO [NMPUMEHEHNN YMEHUN NpUMEHeHe YMEeHU NpUMEeHeHne yMeHWi
NCMNOMb30BaHN0 peLleHns y4ebHbIX peLleHns 3agaHum, peLleHns HEM3BECTHbIX
METOAOB OCBOEHMS 3aJaHuni B NOJSIHOM aHamnorn4YHbIX TEM, UNN HeCTaHZaPTHbIX
y4eOHON OUCUMUMAMHBI.  |COOTBETCTBUM C KOTopble NPeAcTaBnsn |3agaHui u npu

ob6pasuom, npenogasarenb, KOHCYNbTaTMBHOM

OaHHbIM 1 npu ero NnoaaepXxke

npenogasaTenem. KOHCYIbTaTUBHON npenogasartens B 4actu
noaaepxke B 4actu MeXANCUMUMIMHAPHbIX
COBpPEMEHHbIX Npobnem. [cBa3en.

Brnagetb HecnocobHocTb Obyuvatowmicsa O6yuatowuincs Ob6yuvatowuics
CaMOCTOATENBHO OEMOHCTpUupyeT OeMOHCTpupyeT OEeMOHCTpUupyeT
NposIBUTb HaBbIK CaMOCTOSITENbHOCTb B |CaMOCTOSATENbHOE CaMOCTOSITENbHOE

pelleHns nocTaBneHHown
3agauu no
cTaHgapTHoMy obpasuy
NOBTOPHO.

NPUMEHEHUN HaBblKa Mo
3agaHuam,

peLleHne KOoTopbIX Bbino
rnokasaHo
npenogasartenem

NpUMeHeHne HaBblIka
pelleHns 3ajaHnm,
aHamnorn4yHbIX TEM,
KOTopble NpeacTasnan
npenogasarerib,

W npu ero
KOHCYIbTaTUBHON
noagepxke B 4actu

COBpPEMEHHbIX Npobnem.

NpUMEHEHNE HaBbIKa
peLleHNsa HEN3BECTHbIX
U HeCTaHOaPTHbIX
3agaHnn n npu
KOHCYNbTaTUBHOW
nogaepxke
npenogasaTens B YacTu
MEXANCUUMIMHAPHBIX
CBA3eNn

2. MepeyeHbL BONPOCOB U 3aAay K 3K3aMeHaM, 3a4eTaM, KYpCOBOMY NPOEKTUPOBaHUIO, NaGopPaTOPHbIM 3aHATUSAM.




MpumepHbIN NepeyYeHb BOMPOCOB K 3K3aMeHY

KomneTteHuusa OlK-1:

1. OCHOBHbIE MOHATUS U onpeaeneHns

2. CrtaHgapT 6ecnpoBogHon nokanbHbi cetn 802.11a
3. CrangapT 6ecnpoBogHon nokanbeHbi cetn 802.11b
4. Cranpgapt 6ecnpoBogHon nokaneHbIn cetn 802.11g
5. CraHgapt 6ecnpoBoaHoi nokanbHbin cetn 802.11n
6. CraHgapT 6ecnpoBoaHon nokanbHbin cetn 802.11ac
7. CraHgapT 6ecnpoBogHon nokanbHbin cetn 802.11ac2
8. CraHgapTt 6ecnpoBoaHon nokanbHbIn cetn 802.11ad
9. PagmomaplipyTtusatop

10. Touyka gocTtyna

11. KoHTponnep To4vek goctyna

12. Kagp 802.11

13. MeTtog goctyna CSMA/CA

14. BceHanpaBreHHble aHTEHHbI

15. HanpaBneHHble aHTEHHbI

KomneTteHuus OlK-5:

Mpotokon RADIUS

MeTopg 3awmtel WEP

MeTopg 3awmntbl TKIP

MeTopg 3awmntel WPA

MeTopa 3awmutbl WPA2

Twnbl cuctemsl IDS.

MeToabl LWUNdPOBAHUSA OAHHbIX.
CraHpgapTbl 6e3onacHocTu.

. Cnyx0bl, npegoctaBnsembie WEP.
10.Cuctembl 0O6HapyXMBaHWUSA BTOPXKEHWUNA.
11.MoacnywmBaHme Kak BUg, aTaku.

12.Kateropun atak
13.CtaHgapT 6ecnpoBOAHON NOKanbHbIA CETU

©o NG A~®DNE

MpuMepHble NpakTuyeckre 3agayn (3agaHns) v cutTyaumum

KomneteHuunsa OlNMK-1:

HasoBute aBe Lenu, Ha KOTopble HanpaBfeHbl akTUBHbIE aTakM B 6eCcnpoBOAHON CETU.

MoyeMy agpecauus aBnseTcA noTeHunansHon npobnemon, cBA3aHHON C Mexy3rnoBbiMu VPN?

Mouyemy dusnyeckas 3alimMta He MOXET rapaHTMpoBaTb 6e3o0nacHOCTb?

Tun cepBepoB, MOMMMO TOYKM 6ECNPOBOLHOIO JOCTYNA, Kak NpaBuio, AOCTYNEH AN NOAKMYEeHNss paboden
ctaHumm K WLAN?

Moyemy ayTteHTMdUKauusa 802.1X cama no cebe paccmaTpmBaeTecs Kak ya3BUMOCTb B cucteme?

KakoB npnbnuantencHbii pagnyc aencteust 6ecnpoBogHor cetn ctaHgapta 802.11x Ha OTKPbITON MECTHOCTU U B
nomeLleHnn?

7. Kak WPA/WPA2 nosbliwaeT 6e3onacHoOCTb, YCTpaHasa HegocTaTku ctaHgapTa WEP.

8. OT Kakoro HanageHus 3aluLLaT MeXceTeBble KpaHbl?
9

1

PN PE

. HaszoBuTe ocHoBHbIE KaTeropun atax.

0. OnnwuTe mexaHu3m KpunTorpaduyeckon ayteHTuduKkaumm, umerowmincsa 8 WEP.
11. Kakow Tun coeamHeHus criegyeT NCMOonNb3oBaTh A ynpasreHns Touykamm 6ecnposBogHoro goctyna?
12. Y10 3Hauut TNI?
13. KakoBbl Tpu BMAa atak Ha cxemy wundpoBaHusa?

KomneteHuunsa OlK-5:
1. HasoBuTe OCHOBHbIE KaTeropun aTak.
MoacnylinBaHue Kak BUA, aTaku.
Kakon Tvn coeanHeHust cnegyeT Ucnonb3oBaTth 4118 ynpaBneHus Toukamu 6ecnpoBogHoro goctyna?
Yto 3HaumT TNI?
KakoBbl Tpy Bua atak Ha cxemy LWndpoBaHma?
KakoBa ocHoBHas npobnema, cBA3aHHasi C pa3BepTbiBaHNEM HOBbIX CUCTEM UAeHTUdMKaLmm?
Kakow anroputm ncnonb3dyetcss WEP ansa obecneyeHust LLenocTHOCTN?
Mouyemy nonb3oBatenbckne VPN TpebytoT cTporon ayteHTudmkaummn?
Moyemy HegocTaTouHO ncnone3oBaTb SSID nnu MAC-agpeca ans obecneveHnss ayTeHTMdmnkauumn?
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10. Ha ceKkpeTHOCTM KaKoro afieMeHTa OCHoBaHa 3alumta MHopMaunm HageXHbIMU anroputMmamMmm W poBaHua?

11. Peanusauus Kakoro Tvna atak BO3MOXHa Mo Npu4nHe OTCYTCTBMS obpaTHOM ayTeHTudunkaumm AP no
OTHOLLEHMIO K paboyen cTaHuun?

12. Kakow anroputm ncnonedyetcs WEP ansa obecneyeHunst KoHpmaeHUManbHOCTU?

13. YT0 nos3BonsieT genatb 3MOyMbILLITEHHUKY HegocTaTok B WEP, cBA3aHHLIN C BEKTOPOM MHULManuauum?

3agaHve Ha KOHTpOrbHY paboTy:

«[NpoekTnpoBaHne 6ecnpoBogHON ceT B 0OUCHOM MOMELLEHNN»
1)CocTtaBneHue TexHudeckoro 3aganHus (OlK-1, OlK-5)

2)Bbi6op obopynosaHus(OlK-1)

3)PopmupoBaHme cxeMbl MOMELLEHNS C YCOBHbIMU 0603Ha4YeHuamu (ONNK-1, OrK-5)
4)CocrtaBneHue kabenbHoro xypHana (Ol1K-1, OlK-5)

O6paseLy, 9k3aMeHaLNoHHOro duneta

[lanbHEeBOCTOYHbI FOCYAAPCTBEHHbIN YHUBEPCUTET NMyTel COoBLLEHUS

Kadpeopa Ok3ameHaunoHHbIn Gunet Ne «YTBEPXKOAOY
(k206) ABTOMaTUKA, no gucuunrivHe 3aB. kaceapon
TeneMmexaHuka u cBsi3b OcHoBbl NOCTpPOEHUs 6eCcnpoBOAHbIX CETEN lopsieB A.U., A-p TexH. Hayk,
8 ONs HanpaBneHnsa NOAroToBKM / cneunanbHOCTU OOUEHT
CeMecTp, y4ebHbIn rog 23.05.05 Cucrembl obecneyeHns OBMKEHNS NOE30B <« » 20 r.

npodunb/cneynanmsaums
TenekoMMYHUKALIMOHHBIE CUCTEMBI U CETU
)KenesHo0pPOoXXHOro TpaHcnopTa

1. BceHanpaBneHHble aHTeHHbl (OlMK-1)

2. MeTog 3awmtbl WPA2 (Ol1K-5)

MpumeydaHue. B kaxkaom sk3ameHauUMOHHOM GuneTe fOMKHbI NPUCYTCTBOBaTL BOMNPOChHI, CNOCOGCTBYHOLLMX
dopmMmpoBaHMIO y 0by4atoLerocs BCex KOMMNETEHLMIA NO AaHHOW ANCUUMNIINHE.

3. TecTtoBble 3apgaHus. OueHKa No pe3ynbTaTtaM TECTUPOBaHUA.
MpumepHble 3agaHns TecTa

3apanwne 1 OlK-5

Bbibepute npaBunbHbIN OTBET

Hanbonee pacnpocTpaHeHHbI cTaHaapT 6ecnpoBOAHbIX ceTen
[l IEEE 802.11

[l IEEE 802.16

U IEEE 802.15

U IEEE 802.3

3apgaHue 2 OlK-5

BbibepuTe npaBunbHbIA OTBET

o yTBepxaeHus ctaHgapTta IEEE 802.11b
J 1999

0 1991

J 2003

[ 1993

3apanue 3 OlNK-1

BbibepuTe npaBunbHbIA OTBET

o yTtBepxaeHus ctaHgapTa IEEE 802.11g
[ 1999

O 2003

0 1991

J 2009

3apanue 4 OlNK-1

Bbibepute npaBunbHbIn OTBET

MakcumansHaga ckopocTb, nogaepxmsaemas ctangaptom IEEE 802.11g
O 11 M6/c

J 54 M6/c

O 150 M6/c



00 108 M6/c

MonHbIN KOMMNNEKT TECTOBbLIX 3a4aHWI B KOpnopaTnBHON TecToBor ob6onoyke ACT pasmelleH Ha cepsepe YUT
OBI'YTIC, a Takke Ha cante YHuBepcuteTta B pasgene CIOO [OBIYIC (o6pasoBatenbHas cpena B NMMYHOM KabuHeTe

npenogasarens).

CooTteeTcTBUE MeXAY 6anbHON CUCTEMOM U CUCTEMOW OLIEHMBAHWNSA MO pe3ynbTaTaM TECTUPOBaHUS yCTaHaBNMBaeTCH
nocpeacTsoM creaytoLlen Tabnumub:

Ob6bekT MNoka3aTenu oueHnBaHUA Ouehka eipﬁETe::oa
OLIEHKM pe3ynbTaTtoB 06y4YeHus pe3y
oby4eHus
60 6annoB n meHee «HeynoBneTsBopuTeNbHO» Hu3kuih ypoBeHb
. 74 — 61 6annos «Y0BNeTBOPUTENBHOY MoporoBkil ypoBEHb
O6yuatowuincs =
84 — 75 6annos «XopoLlo» [MOBbILLEHHbIN YPOBEHb
100 — 85 6annoB «OTnnYHO» Bblicokunii ypoBeHb

4. OueHka oTBeTa obGyu4alollerocs Ha Bonpochl, 3agayvy (3agaHue) 3K3ameHaLMOHHOro 6uneTa, 3a4eTa, KypcoBOro

NnpoeKTupoBaHuA.

OueHka oTBeTa oby4atoLLerocsi Ha BONpochl, 3agavy (3agaHune) ak3aaMmeHaunoHHoro bunera, 3aveta

Cop,ep>+<aH|/|e LKanbl oueHnBaHuaA

3rnemMeHTbl oLeHNBaHNS HeynosnetBopuTtensHo | YA0BNEeTBOPUTENBHO Xopouuo OTnuyHo

He 3auTeHo 3auTteHo 3auTteHo 3auTeHo
CooTtseTcTeue oTBeTos |I10NHOE HecooTBeTCcTBUE |3HAUUTESIbHbIE HesHauntenbHble [[lonHoe cooTBeTCTBME
(hopMynMpoBKam no BCceM BOMpocam norpeLLIHocT MorpeLLHoCTn
BOMPOCOB (3agaHunin)

MonHoe HecooTBeTCTBME [3HaunMTenbHOE HesHauntenbHoe |COOTBETCTBUE KPUTEPUIO

CTtpykTypa, KpuTeputio. HEecooTBeTCTBME HecooTBeTCTBME npu oTBeTe Ha BCe
nocnegoBaTenbHOCTb U KpuTepuo KpuTepuio BOMNPOCHI.

norvka oteeTta. YMeHue
YeTKO, MOHATHO,
rpamoTHO 1 cBOBOAHO
nanaratb CBOM MbICIU

3HaHMe HopMaTUBHbIX,
NPaBOBbIX AOKYMEHTOB U
cnevuuanbHon
nuTeparypbl

MonHoe He3HaHWe
HOPMaTUBHOW N NPaBOBOW
6asbl 1 cneunanbHoOn
nuTepartypsbl

MNmetoT mecTo
CYLLIECTBEHHbIE
ynyLieHms (HeaHaHue
oonblUer YyacTn u3
OOKYMEHTOB U
crneyuvanbHomn
nuTepartypbl Mo
HasBaHuo,
coaepXaHuo 1 T.4.).

NmetoT mecTo
HecCyLLleCTBEHHbIE
ynywieHns u
He3HaHue
OTAernbHbIX
(eonHWMYHBIX) paboT
n3 yucna
obsa3aTensHon
nuTeparypsbl.

[NonHoe cooTBeTCTBUE
OaHHOMY KpUTeputo
OTBETOB Ha BCE BOMPOCHI.

YMeHune yBasbiBaTh
TEOoPUIo C NPaKTUKOWN,

B TOM Yucne B obnactu
npodeccroHanbLHON
paboThl

YMeHue cBA3aTb TEOpUio
C NpakTukon paboTbl He
nposiBnsieTcs.

YMeHune cBA3aTtb
BOMPOCHI TEOpUN U
NPaKTUKN NPOSIBNAETCS
penko

YMeHue cBdA3aTb
BOMPOCHI TEOPUU 1
NpakTUKn B
OCHOBHOM
nposiBnsieTcs.

MonHoe cooTBeTCTBUE
OaHHOMY KpUTepuio.
CnocobHocTb
I/IHTerI/IpOBaTb 3HaAHUA n
I'IpI/IBJ'IeKaTb cBegeHna n3
pa3J'II/NHbIX Hayl-IHbIX

cchep

KayectBO oTBETOB Ha
JOMNONHUTENbHbIE
BOMpOCHI

Ha Bce gononHutenbHble

BOMPOCHI NpenoaaeaTens [4acTb

[aHbl HEBEpHbIE OTBEThI. |O0MONHUTENBbHBLIX
BOMPOCOB
npenogasartens AaHbl
HeBepHo.

OTBeTbl Ha GonbLuyio

1. JaHbl HENOMHbIe
OTBETbI Ha
OONONHUTENbHbIE
BOMPOCHI
npenogasaTens.

2. laH oguH
HEeBEpPHbIN OTBET Ha
OONOSTHUTENbHLIE
BOMpPOCHI
npenogasaTens.

[aHbl BepHble OTBETHI Ha
BCE [OMNOSMHUTENbHbIE
BOMPOCHI
npenogasarens.

MpumedaHue: ntoroeas oLeHka (POPMUPYETCS Kak CPeaHsAs apudmeTnyeckas pesynbTaToB 31IEMEHTOB OLIEHNBAHUS.




